NMPOrPAMMHOE OBECINEYEHUE
«F6 Antipiracy»
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TEPMUHbI N COKPALLUEHUA

TepmuH

OnucaHue

3aka3syumk

Jnuo, KOTOpPO€E ncnosib3dyeT Ha 3aKOHHbIX OCHOBAHUAX

MO Ha ocHOBaHMK 3aKMYEHHOro JOroBopa

NcnonHutenb

PaboTbl cnonHuTenst Ha NPOTAXEHUN BCEro

XU3HEHHOIO UMKMa MOryT UCNOJTHATLCA.

e AO «bBYAYLIEEv;
e KomnaHuen-uHTerpatopom, no sbibopy

3aka34yuka

O0bekT

AyamoBuayanbHbI 1 Gubnmorpadmnyeckmini KOHTEHT,
aBTOpPCKME NpaBa Ha KOTOPbIN NpuHagnexar

3akasumky

MupaTtcTBo (B ceTn NHTepHeT)

HeneranbHoe pacnpocTpaHeHne u co3gaHne Konum
BNOEO- N ayQNOKOHTEHTa, NntepaTypHbIX
npounssegeHun, MO n gpyrux BMaoB

WHTEenneKTyanbHon cobCTBEHHOCTU B ceTn VHTepHeT

no MporpammHoe obecneveHne «F6 Antipiracy»
PaspaboTtuunk AO «bYOYLWEE»
CKpuHLIOT N3o06pakeHne, «CHUMOK» akpaHa K nnn mobunbHoro

YCTPOWCTBA, Ha KOTOPOM 3arne4yaTtneHo CoaepKumoe

3KpaHa ycTponcTaa

SaaS (Software as a Service)

Mogenb obcnyxmBaHus, NPy KOTOPOK NPOrpamMMHoOe

obecneyveHne pasmMeLLeHo B 06r1a4yHoN

NMHpaCTpyKType




1 OBLUME CBEAEHUA

1.1 BBepeHue

Hactoswmn OOKYMEHT oOnucbiBaeT MpPOLECChbl  NOAOEPXKaHUS  KU3HEHHOro  UMKna
nporpammHoro obecneyenna «F6 Antipiracy» (gpanee — T10, Antipiracy). lNogoepxaHue
XnsHeHHoro yukna MO ocyuwecTBnsieTcs 3a CHET ero ConpPoBOXAEHUSA B TeYeHMe BCero nepuoga
3KcnnyaTaumm 1 CoBepLUEHCTBOBaHMS (NpoBeaeHnst OGHOBMEHMIA) COrnacHO COBCTBEHHOMY NfiaHy

pa3paboTku 1 no 3asiskam onb3oBaTenen.

1.2 HasHaueHwue NO

«F6 Antipiracy» — nporpammHoe obecneveHne Ans obHapyXeHusi, aHanmsa u yCTpaHeHust
HEeNermMTMMHON akTUBHOCTW, CBSA3AHHOW C HENPaBOMEPHbLIM UCMONb30BaHMEM OO BLEKTOB aBTOPCKOIo
npaea. B [1O wucnonb3yloTcs BblOeNeHHble KaHasnbl CBA3W M MeToAbl B3auMMOOEWCTBUA C

perynatopamu cetu MIHTepHer.

1.3 lporpammHo-annapaTtHble cpeabl hyHKunoHupoBaHusa MO

MO «F6 Antipiracy» He TpebyeT ycTtaHoBkM Ha yctpouctBe [lonb3oBatens. [10

noctaBngaeTca 3akasuuky Kak ycnyra (SaaS) — B Buae obnaqyHoro MHTEpHeT-cepBuca.

TpeboBaHus ansa padotel 10O kak 06nayYHOro MHTEPHET-CcepBMCa:
— Windows Internet Explorer Bepcuun 11.0 v BbiLwe;
— Google Chrome Bepcumn 8.6.395 u BblLLE;
— Mozilla Firefox Bepcumn 82.0.1 u BblLwE;
— Apple Safari Bepcun 14.0 v BbILwE;
— Opera Bepcun 10.5 u BbILLE;
— i0S Safari Bepcun 14.0 1 BbiLeE;
— Opera Mobile Bepcun 10.0 1 BbILweE;
— Google Chrome for Android Bepcun 11.0 u BbiLE;
— Mozilla Firefox for Android Bepcumn 82.0 u BhiLle;
— Windows Internet Explorer Mobile Bepcuu 10.0 u BbiLLe;
— fAHpekc.bpaysep Bepcun 20 u BblLLE;

— Microsoft Edge Bepcun 105 n Bbiwwe.



2 NMPOLECC PA3PABOTKHU NO

Mpouecc paspaboTkm MO BkNto4aeT B cebs:

— Cbop n aHanus TpedboBaHun Kk paspadoTke NO;

— [poektnposaHune apxmtektypsbl NMO;

— Paspabortka MO B koge;

— [poBeneHue TectuposaHus MO nepen akcnnyatauuen;
— 3anyck B npoMbILwieHHyo akcnnyaTtauuto M0O;

— [MpombiwneHHas akcnnyaTaums MO;

— ConposoxgeHue [M0O.

2.1 CO6op n aHanu3 TpeboBaHum K paspaboTke O

Ha oaTtane cbopa wn aHanusa TpeboBaHmn [10 onpegenswTca TpeboBaHMA Bcex
3aMHTepecoBaHHbIX CTOPOH, BKITtoYasa pyHKUMOHaNbHbIE N HeYHKLUMOHAaNbHbIE TpeboBaHUs.

OcHoBHble aTanbl cbopa 1 aHanunsa TpebosaHui k paspaboTke MO:

— OnpegeneHne OCHOBHbIX 3a4a4 U Lernewn, KoTopble A0MKeH pewmnTb NpoekT M0O;

— OnpegeneHne KNOYEBbLIX 3aMHTEPECOBAHHbIX CTOPOH (3aKa3yuku, Mnonb3oBaTenu,
pa3paboTyunkun, 4pyron nepcoHan);

— C6op TpebosaHui k M0O;

— AHanus TpeboBaHum, X yTOYHEHNe, NepecMoTp Ha TOYHOCTb U peanu3yemocCTb;

— OueHKa pUCKoB;

— CospgaHue nnaHa u rpacuka peanuaaumm NpoekTa;

— [JHokymeHTupoBaHue TpeboBaHU N NPOEKTHbLIX NIaHOB;

— CornacoBaHuve u yTBepxaeHue TpebosaHui.

2.2 TpoekTupoBaHue apxutektypbl MO

MpoekTnpoBaHme apxuTtekTypbl MO — 3TO npouecc onpeaeneHns obuwen CTPYKTypbl
CUCTEMbI, €€ KOMMOHEHTOB 1 MOAYNEN, a TakkKe B3auMOLENCTBUS MEXAY KOMMNOHEHTAMMN CUCTEMBI
Ha OCHOBE BblpaboTaHHbIX TpeboBaHUN.

npOGKTMpOBaHI/Ie APXUTEKTYpPbl BKIKO4YaeT B cebs cneagywuwime atanbl:

— Onpegenenne apxMTeKTYPHOro CTUNS;

— OnpepgeneHne OCHOBHbLIX MOAYNEN Y KOMNOHEHTOB CUCTEMbI, UX B3aMMOLENCTBUE;

— Bbibop TexHonormn (A3blkM NporpaMMmpoBaHus, 06asbl OaHHbIX U T.4.) W
WHCTPYMEHTOB Ans pa3paboTku MO;

— lD,OKyMeHTI/‘IpOBaHI/‘Ie APXUTEKTYPbl CUCTEMbI.



2.3 Paspa6oTka 1O B koae

Ha atane paspabotkm O B koge oOCyLlecTBRSEeTCA peanu3aumsa NPOEKTHbIX peLleHun C
MOMOLLbIO BbIGPaHHbIX TEXHOMOMMN U MHCTPYMEHTOB.

PaspaboTtka 1O BkntoyvaeT B cebsa cnegyowme atanbl:

— Hanucanne wncxogHoro koga O ¢ ucnonb3oBaHMeEM BbIOPaHHbLIX TEXHOMOMMN M
WHCTPYMEHTOB;

— [lpoBepka koga Ha Hann4ume oWMBOK N HECOOTBETCTBUN;

— [lpoBegeHne MHTErpaUmMoOHHOro TECTUPOBAHWS;

— Ortnagka koga (ucnpaeneHne o6HapyKeHHbIX OLWNBOoK);

— [lpoBepka koga AOns ynydweHua kadectsa [10, ero npousBoaUTESNILHOCTN W
B6esonacHocTy;

— WHTterpaumsa uvacten koga u mogynem MO B eguHyo cuctemy, npoBepka WX
COBMECTUMOCTMU;

— [Mopgrotoska k TectuposaHuio MO nepen akcnnyaTaumen.

2.4 lMpoBepeHue tectupoBaHus NO nepen akcnnyaTauuen

TectnpoBanne T[10 nepen oakcnnyataumen — 9TO oueHka kadectBa [10, ero
YHKLUMOHANBHOCTN, NPOM3BOAUTENBHOCTN 1 Ge3onacHoCcTU. Lienb TecTupoBaHus 3akrnoyaeTcs B
noaresepxaeHun Toro, 4to MO ypoBneTBOpsieT YCTAHOBMEHHbIM TPebOBaHUAM U KOPPEKTHO
paboTaeT B pasfnyHbIX YCNOBUSIX.

TecTupoBaHue BKMOYaeT B cebs cneaytolimne atanbl:

— Co3pgaHue 1 HacTpoKrKa YYETHbIX 3anncen KNNeHTa;

- I'IpOBepKa NPUBA3KN OaHHbIX B CUCTEME K yquHOIZ 3arnncun KrineHTa

2.5 3anyck B npoMbIlWneHHyo akcnnyaTtauuto MO

3anyck B MPOMbILMEHHYO 3KCMfyaTaumio — 3TO MPOLECC MOArOTOBKM OKPYXXEHUs Anst
npegoctaenexnms MO 3akasuuky. 3anyck B MPOMbILISIEHHYIO 3KCMyaTauuio OCyLLEeCTBsSIeTCs
cunamu NcnonHutens.

3aI'IyCK B MPOMbILUNEHHYIO 3KCMITyaTaunio BKIoYaeT crieayroume atarbl:

— [Mepepnava peksuauntos gocrtyna k N0O;

— KoHTponb nonyvyaembix AaHHbIX, OLWMOOK 1 Np.;
— Hactpoiika cuctem MOHUTOPUHra 1 aHanu3a;

— [MepBuyHbIN COOP AaHHBIX U HAACTPOKKA;

— HacTponika cuctem pearnpoBaHu4.



2.6 lNpombiwneHHasn akcnnyatauusa MO

MpoMbIlNeHHasn akcnnyaTaumsa (ganee — akcnnyaTaums) — 3TO 3Tan KU3HEHHOMO LKA,
korga MO ncnonb3yeTcs B pearnbHbIX paboymx YCroBUsiX Ha MOCTOSIHHOM OCHOBE.

rlpOMbILIJJ'IeHHaFI JKcnnyaTauun4a BKIO4YaeT B cebs cneagywowme atanbl:

— ObpaboTka BbisBNSEMbIX COObITUIN N NpeaocTaBneHne obpaTHoOn CBA3M;

— KoHTponb paboTtocnocobHocTn MNMO;

— [opaboTtka n perynspHoe obHoBneHue NO ans ycTpaHeHus OWKnOOK, NOBbLILEHNS
NPON3BOANTENBHOCTY, a TaKKe BBEAEHNSI HOBbIX (DYHKLINNA;

— [lepuognyeckasa  oT4eTHOCTb NO  paboTOCMOCOBGHOCTM M YyCTPaHEHUsSM
HeucnpasHocTten lNO;

— [llopoepxka akTyanbHOW LJOKYMEHTaUnu.

2.7 ConpoBoxaeHue O

B TeueHue Bcero nepuopa akcnnyaTtaumm MO 3aka3umky NpeaocTaBnsieTCcs CoONnpoBOXaeHNE

Mo, s paMKax KOTOPOro oka3bliBardTCA crenyrowme yenyru.

— TexHu4yeckasa nogaepxka lNonb3oBarenen;

— PeweHne MHUMOEHTOB (3KCTPEHHbLIX HEUCNPABHOCTEN), BO3HMKAKOLWMX B npoLecce
akcnnyatauum MNO;

— YcTpaHeHue cb60eB 1 oWwmnbOK, BbiSiBNEHHLIX B [10;

— CoseplieHcTBoBaHue l10;

— MoHuTopuHr nponssoanTensHocTn MO;

— Ontumumsaums acpdektnsHocTn padotol M10;

— [Mopoepxka akTyanbHOM TeXHUYeckon gokymeHTtauum no MNo;

— YBegoomneHue o6 o6HoBNeHUsX U nameHenusx MoO;

— O6y4eHne HOBbIX NONb30BaTENEN.



3 COBEPWEHCTBOBAHMUE NO

MO Ha NOCTOSIHHOM OCHOBE NOABEPraeTCsa PasBUTUIO U YITYYLLEHUIO B paMKax NpoLeCcCoB:

— pas3BuTua 1M [oGaBneHns HOBbIX (PYHKUMOHANbHbIX BO3MOXHOCTEN, MO3BOMSIOLLNX
pacwmnpuTtb obnactu npumeHenus l0O;

— onTummsauum paboThl mMoaynen Mno, obecneymBatoLemn NnoBbILLEHNE
NpPOM3BOAMTENBHOCTM, CKOPOCTM 06PabOoTKN JAHHBIX N OTKa30yCTONYMBOCTMU;

— 06GHOBNEHNSA MOb30BaTENbLCKOro NHTepdeca.

CoBepuweHctBoBaHue [10 npoucxoout 3a cyeT npoBefdeHus mogepHusaumn 1O B
COOTBETCTBUM C COOCTBEHHbLIM MfIAHOM A0paboToK, a TakkKe C Yy4eTOM 3asdBOK KIIMEHTOB MO
BOMPOCaM WUCMNbITAHUA YCTAHOBKM W 3KCMNnyaTauuu, MNOJSTyYEeHHbIX Yepe3 KaHamnbl CBA3N C

TEXHU4ecKon nogaepxkon PaspaboTunka.



4 YCTPAHEHME HEUCNPABHOCTEM NO

HeuncnpaBHOCTK, KOTOpble BbiNn BbIABNEHLI B X04€ NOSHOLEHHON akcnnyaTauuu N0, moryT

ObITb MCNpPaBEHbI CneayrLmnmMm cnocobamu:
1. MaccoBoe obHoBneHue komnoHeHToB N0;

2. EpuHnynan paboTta TexHMyeckoro cneyuanucTa no 3anpocy Nonb3oBartens.

B cnyyae BO3HMKHOBEHUS HEMCMPABHOCTU KIMMEHT HaNpasrseT 3asBKy Ha NoYTOBbIN afpec
UM No Homepy TenedoHa TEXHMYECKOM nogaepXkm PaspaboTynmka ¢ nogpoGHLIM OnMcaHuem
BOCMNpon3BeAeHHON NpobnemMbl U COOTBETCTBYIOLLME CKPMHLLOTHI. 3aTeM TEXHUYECKMIA CneumnanmncT
NpoBOAUT crneaylowme AencTBus:
— TMOATBEPXAaeT Hanmyne HeMCnpPaBHOCTM B COOTBETCTBUM C ONUCaHUeM npobrieMbl oT
3akasuyuka;
— TecTupyeT HeucnpaBHOCTb B pyHKUnoHane MO n cosgaeT oTyeT no pesyrnbTaTtam
TECTUPOBAHUS;
— ukcupyeT 3agady Ha ucnpasneHne nNpobremsl B TEKYLMIA UK GAvkanwnm penms
obHoBneHus MO unM KOHCYNbTUPYET KIMEHTa MO KOPPEKTHOCTU BbIMNOMHAEMbIX
AEeNCTBUN.
3agaun No ycTpaHeHuto HeucnpaBHoOCTEN B (pyHKumoHane MO ocylwecTBRAsTCA cunamm
Paspabotymka. B COOTBETCTBUM C BHYTPEHHWUM MMaHOM BbIXO4a OOHOBEHWMI MOACUCTEMDI
npenocTaBnseTcs CnpasBeHHbI MexaHnam padoTbl 0.
[Mpoueccbl MO yCTpaHEHUI HEeucrnpaBHOCTEN NPOTEKalT HenpepbiBHO, ©6e3 OCTaHOBKM

dyHKUMoHnpoBaHua MO.

4.1 YcTpaHeHMe 3KCTpPeHHbIX HeucnpaBHocTeun O

B aKkcTpeHHOM crniyyae, korga owubka npensaTcTBYEeT MOMHOLEHHOMY WMCNOSb30BaHUI0
dyHkunoHana MO, rpynna pa3paboTyMKoB TFOTOBUT BHEMAHOBbLIA BbIXO4 OOHOBMAEHWUS UMK
npegocraBnseT ucnpaeneHHyto sepcuto M0O.

Mpn BO3HWKHOBEHUM JKCTPEHHBIX HeucnpaBHOCTEM 3akas3ymk OTnpaBnseT 3anpoc Ha
NoOYTOBbLIM adpec wunM no HoMepy TenedoHa TexHuYeckorm nopaepxkn PaspaboTtumka co

cneayrowmMn AaHHbIMWA!

YeTko chopmynmnpoBaHHasa Tema obpalleHus;
Bepcus lMO;

MowaroBoe onucaHne BOcCnpon3ssengeHuA oLwmnbKu;

> wnh -

CKPVHLLOTbI, 4&MOHCTPUPYOLLME Hannyme HangeHHom oLnOKN.



5 TEXHUYECKAA NMNOAOEPXKA

TexHuyeckasa nogaepXka Monb3oBaTtenen OCYyLLEeCTBIIAETCA B COOTBETCTBUN C YCITOBUAMMU

KOHTPaKTa crneagyrwnmMmn cnocobamu:

— N0 9neKTpoHHoN noyte: info@f6.ru;
— 1o Homepy TenedoHa: +7 495 984-33-64.

B pamkax TexHu4yeckon nogaepxku Nonb3oBaTenen okasbiBalOTCA cCriegyloLlme yernyru:

— KOHcynbTauus No dakTUYeCKoMy Hanmymio NMELLErocsa yHKLMOHana B CUCTEME;

— nomoulb B HACTpouke n nHterpaumm NO;

— nomoub B akcnnyartauum MNoO;

— peLleHne TeEXHNYECKNX Npobnem;

— NOSACHEHME NMPUHLUUNOB paboThbl MMetoLmnxca mexaHnamos [10;

— MOWUCK, TECTUPOBAHNE N PUKCUPOBAHNE HANOEHHbIX OLINOOK;

— npefocTaBneHne akTyanbHOW JOKYMEeHTaumMmM N0 HacTpoKrKe, aKcnyatauum n pabote
Mo.

Bpema paboTbl TeXHUYECKOW NOLAEPXKKU: C noHedenbHuka no nsatHuuy ¢ 9:00 go 18:00
UTC+3.
dakTnyeckmn agpec pasmelleHus cnyxobl nogaepxkn MO «F6 Antipiracy»: 115088, r.

Mocksa, yn. lWapukonogLwumnHukosckas, 4. 1.
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6 UHOOPMALIUA O NEPCOHAIE

6.1 MepcoHan, o6GecneuuBawwmm padory O Ha pabounx wmecTax
nosnib3oBaTteneu

K oakcnnyataumm [1O pgonyckatloTcs nvua, O3HAKOMMBLUMECS C  AOKyMEHTauuem no
akcnnyaTaumm MO B pasgene «CnpaBka» nonb3oBaTtenbckoro nHtepdenca MoO.
K akcnnyatauuum MO npuBnekaeTcs WTaTHbIM NepcoHan 3akasyuka, UMerL i cnegyoLme

HaBbIKWU.:

— HaBblk/ paboTbl C NEPCOHaNbHLIM KOMMNBIOTEPOM Ha YPOBHE OMbITHOrO NONb30BaTeNS;
— OnbIT paboThbl C 3NEKTPOHHLIMU JOKYMEHTaMMU;
— ONbIT UCNONb30BaHUsA BeO-Opay3epos;

— 3HaHunga B COOTBETCTBYHOLWEN NpeaMeTHOM obnacTu.

6.2 lNepcoHan, obecneynBarOLWMNA TEXHUYECKYIO NOAAEPXKKY, aHANTUTUYECKYHO
noaaepxky n mogepHusauuio MO «F6 Antipiracy»

CneuunanucTbl, obecrneydmBatoLLme TEXHUYECKYH U aHanUTUYEeCKYo NoaaepXKy U pasBuTme

MO, gomkHbl 06nagaThb cneagyowmMn 3HaAHUAMNU N HaBblKaM:

— 3HaHWe YHKUMOHasbHbIX BO3MoXHocTen [M0;

— 3HaHue ocobeHHocTen paboThl ¢ M0O;

— 3HaHWe A3bIKOB NPOrpaMMMpOBaHUsA, UCXOAA U3 OOIMKHOCTHLIX 06sa3aHHocTen: PHP,
Python, Golang, JavaScript, CoffeeScript;

— 3HaHWe PpPEendaAuUMOHHBIX U He pensumoHHbix B, wucxogs W3  OOMKHOCTHbIX
obsasaHHocTen: MySQL (community ed.), Elasticsearch;

— 3HaHWe cpeacTB MOHUTOPWHIa NPON3BOAUTENBHOCTM CEPBEPOB.

JdonxHocTb KomneteHunun BbinonHsemble paboTbl KonunyecTtBO
cneyuanucToB
Frontend JavaScript, TexHunvyeckas noaaepxka; 1
pa3paboTumnk React, AHannTnyeckoe conpoBOXOEHUE;
CoffeeScript PaspaboTka "

coBepulieHcTBoBaHue [MO.

Backend Python, PHP, TexHunyeckas nogaepxka; 3
paspaboTumk JavaScript, AHanuTnyeckoe ConpoBOXOEHME;

Golang,
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Kubernetes,
Elasticsearch,
MySQL

(community ed.)

PaspaboTka n

coBepLueHcTBoBaHue [MO.

NHxxeHep Python, PHP, TexHunyeckas noaaepxka;
WMHTerpaumoHHbIx | JavaScript, AHanuTnyeckoe ConpoBOXAEHNE;
peLeHnn Golang, CoseplueHcTsoBaHue 0.
Kubernetes,
Elasticsearch,
MySQL
(community ed.)
AHanNTUKK Elasticsearch TexHuyeckasa noaaepxka;

AHanunTtuyeckoe conpoBoXxXaeHune;

CosepLueHcTBoBaHue [10.

DevOps uHxeHep

Kubernetes,
FluxCD, Docker,
GitLab CI\CD,

Elasticsearch

TexHunyeckasa noaaepxKa;
AHanuMTU4yeckoe COMpOBOXAEHUE;

CosepLueHcTBoBaHue 0.

TecTUpoBLLMKN PaspaboTka TexHunyeckas noaaepxka;
dyHKUMOHAnNbLHOr | AHanNUTUYeCcKoe CONpPOBOXAEHUE;
0 1 Harpy3o4dHoro | CoeplueHcTBoBaHue [10.
TECTUPOBaHUSA

TexHu4eckne PaspaboTka TexHuyeckas nogaepxka;

nucaTtenu AOKyMeHTauum AHanuTMyeckoe ConpoBOXOEHME;

CosepLueHcTBoBaHuMe 0.
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7 WHOOPMALUA O DAKTUHECKUX AOPECAX

dakTu4eckun agpec pasmelleHus paspabotumkoB MO «F6 Antipiracy»

115088, r. Mockea, yn. LLapukonogLwumnHukoBckas, 4. 1

PakTnyeckumn agpec pasmelleHus cnyxonl nogaepxku MO «F6 Antipiracy»

115088, r. Mocksa, yn. lWapukonoalumnHukosckas, 4. 1
KoHTakTbl cnyx0bl noaaepXku:
e JnekTpoHHasa noyta: info@f6.ru

o TenedoH: +7 495 984-33-64

MHcopmaumsa o haktnyeckom agpece pasmeLteHnss MHPpPacTpyKTypbl paspadboTku MO «F6
Antipiracy»

MO «F6 Antipiracy» noctasnsietcsa B Buae obna4yHoro cepsuca u pasmeLlaeTcs Ha
yoaneHHbIx cepepax komnanmm AO «Cenekteny» no agpecy:

188683, JleHuHrpaackas obnactb, BceBonoxckui panon, r.n. [lybposka, yn. CoBeTtckas,
noom 1, nutepa b.
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