NMPOrPAMMHOE OBECIEYEHUE
«F6 Antipiracy»
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TEPMUHbI U COKPALLEHUA

TepMmuH OnucaHune
3akasuuk Jlvuo, koTopoe ncnosb3yeT Ha 3aKOHHbIX OCHOBaHUAX
MO Ha ocHOBaHMKM 3aKNOYEHHOro 4OoroBopa
HcrionkuTene PaboTtbl WcnonmHutensa Ha  NPOTSXKEHMM  BCEro
XXW3HEHHOro LMKna MOryT UCMONHATLCA:
e AO "®6 NHHOBaUUKN";
e KomnaHuen-uHTerpaTtopom, no BblBOpY
3akasuumka
O6bekT

AyanoBusyanbHbin 1 Gubnmorpadmnyecknin KOHTEHT,
aBTOPCKME NpaBa Ha KOTOPbI NpuHaanexar

3akas4uky

MupaTtcTteo (B ceTn NHTepHeT)

HeneranbHoe pacnpocTpaHeHne 1 co3gaHne Konum
BUOEO- N ayQNOKOHTEHTa, NnTepaTypHbIX
npounsseneHun, MO n gpyrux BMaoB

WMHTENMNeKTyanbHon co6CcTBEHHOCTU B ceTn VHTepHeT

rno MporpammHoe obecneyeHne «F6 Antipiracy»
PaspaboTtumk AO "®6 NHHoBaumn"

Tantn O6beKT 3aWmnThl, pErNMCTPUpPYyEMbIN B CUCTEME
CKOpWHr Cuctema oueHkn obbekTa

CKpWHLLOT N3o06paxkeHne, « CHUMOK» akpaHa lNK nnn mobunbHoro

yCTpOIZCTBa, Ha KOTOPOM 3arieyvatiieHO cogepXxXmmoe

3KpaHa ycTpoucTea

SaaS (Software as a Service)

Mopgenb o6cnyxmBaHus, NpyM KOTOPOW NPOrpamMmMHoOe

obecneyeHne pasmeLleHo B ob6nayHom

NHPaCTPyKType




1 OBLUME CBEOEHUA

1.1 BBepeHwue

Hactoawun OOKYMEHT COAEPXUT PYKOBOACTBO MNO YCTAaHOBKE U 3KCMNNyaTaunn nporpaMmmHOro

obecneyveHnsa «F6 Antipiracy» (aanee — lNO, Antipiracy, Cuctema).

1.2 HasHaueHwue 1O

«F6 Antipiracy» — nporpammHoe obGecneyeHne ana obHapyXeHusa, aHanu3a u ycTpaHeHus
HENEermTMMHON  aKTMBHOCTM, CBS3@aHHOW C HenpaBOMEPHbIM MCMNOfb30BaHNEM OOBLEKTOB
aBTopckoro npasa. B 0 ncnonb3yloTcsa BblAeNeHHbIE KaHanbl CBA3N U MeToAbl B3aUMOLENCTBUS

C perynsitopamu cetu VIHTepHeT.



2 HAYANO PABOThHI

MO «F6 Antipiracy» He TpebyeT ycTaHoBKkM Ha YycTtponcTtBe [lonb3oBatens. [10

noctaBndaeTca 3akasumky Kak ycnyra (SaaS) — B Buae obnadyHoro MHTepHeT-cepBuca.

2.1 MporpammMmHo-annapaTtHble cpeabl PyHKUMoHUpoBaHusa MO

TpeboBaHus ansa padoTsl 10 kak 06navYHOro MHTEPHET-cepBuUca:
— Google Chrome Bepcun 8.6.395 u BblLwe;
— Mozilla Firefox Bepcuun 82.0.1 v Bbiwle;
— Apple Safari Bepcun 14.0 1 BblLE;
— Opera Bepcun 10.5 u BblLLE;
— SAnpekc.bpaysep Bepcun 20 1 BbILE;

— Microsoft Edge Bepcun 105 n Bbiwwe.

2.2 Cos3paHue y4eTHOM 3annUcu

Ana poctyna k MO Heob6xoaumMa yyeTHasi 3anucb nNonb3oBaTenst cuctemsl. [epen Hayanom
pabotel ¢ MO HeobxoguMmo oOpaTUTbCA K coTpyaHukam PaspaboTtynka wn npenocTaBuTb
cnegywouwne gaHHble:

— ®UO coTpyaHuka;

— Agpec aneKkTpoOHHOW NoYTbl COTPYOHMKA.

Ha ykasaHHyl nouty npuaetr NMCbMO AONS akTMBauuu yyYeTHowm 3anucn. Heobxogumo

nepenTn No CChifike U 3agaTb Napofb A4S y4eTHOM 3anncu. Naponb AoSMKeH coaepXaTb:

— He MeHee 8 CMMBOJIOB;

— MPOMUCHbIE N CTPOYHbIE NaTUHCKME BYKBBbI;

— yucna;

— cneuwnarnbHble CUMBOIJIbI.

2.3 Bxop B y4yeTHYI0 3anuUcChb

[na Havana paboTbl ¢ 10 BbiNONHUTE crnegyowme OENCTBUSA:
1. Otkponte ©Opay3ep wn obpatutecb Kk Beb-uHTepdency MO no agpecy

hitps://sso.f6.security/. OTKpoeTcs CTpaHMua aBTopu3aumn.



https://sso.f6.security/

Fé6

MpoaykTbl

TexHonoruu anA 60pb6LI C
Kubepyrposamu

JKocucTema peleHui, paspaboTaHHan Ha OCHoBe 23-1eTHero onbiTa
KOMaHAb! F6 1 aKTyanbHbIX AaHHbIX O KWGEPNPECTYNHOCTH

2. BBepguTe NOrvH 1 Naposnb B COOTBETCTBYHOLLME NOSIS.
HaxmuTte kHonky «BonTtny.

Mocne ycnelwHon aBTopm3saumm otobpasunTcs rnaBHasa cTpaHuua «F6 Antipiracy».

Mpw BO3HMKHOBEHMN Npobriem co Bxogom B nnatdopmy MO obpaTtutech K cOTpygHMKaMm

PaspaboTtumka no anekTpoHHoun noyte info@f6.ru.


mailto:%20info@f6.ru

3 UHTEP®EWUC MNO

Pa6oTta c NO npegcraesnset cobon B3aMMOAENCTBME C NONb30BaTENBCKMM MHTEP(ENCOM

MO (nanee — Cucrema). Bce pasgensl nHTepdgenca AoCTynHbl B OOKOBOW NaHenw.

Paspen

OnucaHue

ol

MasHTOpHHE

MoHuUTOpPUHT

MmaBHaga ctpaHuua NMO. CogepXxuT BUOXeTbl C

pas3nn4yHbiMn AaHHbIMU U CTaTUCTUKOM

‘s

Tantne

= Tantnbl

Pasfnen cooepXuT Crimncok Bcex 0ObEKTOB,

HaxoAsALLMXCA Noj 3aluTon B cucteme

Hapywexus

HapyweHus

Pasgen cogepxunt nHgopmauuto 060 Bcex

3a(*)VIKCI/IpOBaHHbIX HapyLleHnAax no Tantnam

@ Cnpaska

Cnpaexa

Pasgen cogepxut gokymeHtaumto K MO,

cornaweHna n nnmueH3nmn

Hanee 6yayT onucaHa paboTta c kntodeBbiMu pasgenamm M0O.

3.1 MoHuTOpUHr

Pasgoen MoHuTOpUHr oTobpaxaeT nHdorpadumKy TEKyLLEero YpoBHS 3aliuTbl KOHTEHTa. B

pasgene npeacTtaBneHbl BUAXKETbl ¢ MHhopmaumen:

Buaoxer

OnucaHue

CTaTuctnka HapyLleHUn

KntoueBble METPUKM aHanmM3a HapyLleHuin

Twvnbl NCTOYHMKOB

[narpammbl, oTpaxatolme pacnpeneneHne HapyLleHUn Ha pasHbiX
TMNax WHTepHeT-nnatgopM. Y KaXaoro UCTOYHMKA  yKasaHbl

npoueHTHaaA Oo051Aa OoT obuero ymucna HaprJeHI/IIZ N NX Konn4ecTBo

OT14eTbl U UCCnNeaoBaHUs

OTyeTbl M uccnegoBaHUs O MNUPATCKOM aKTMBHOCTU B LMAPPOBOWN

cpege oT cneumanuctos Antipiracy

Pacnpenenenue
HapyLLeHu no

NCTOYHUKaM

FMCTorpamma, NnoKa3blBakoLL a4, KaK 4acTo B NPOLUEHTHOM

COOTHOLLUEHNN NPOUCXOOAT HapyLUEeHNA Ha pa3HbIX TUNnax I'IJ'IaTQDOpM

AHanuUTMKa NONCKOBOM

Bblaa4n

OGHoBNsieMble pe3ynbTaTbl NPOBEPOK NOMCKOBOW Bblaaun

MonynspHOCTb NMOUCKOBBIX

nOCYTO‘-IHaFI anarpamMma, npegHasHad4eHHada AOrnAa OTCIeXUBaHUA U
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Buaxer OnucaHue

3anpocos aHanusa Konu4ecTsa NOUCKOBbLIX 3aMpOCOB Mo TanTnam
CanTbl C BbICOKMM PenTtuHr pecypcoB, Ha KOTOpbiX Oorblle BCEro maTepuanoB C
YPOBHEM Yrpo3bl HapyLLleHeM aBTOPCKUX Npas

Tantnel ¢ MakcumansHOW | PEUTUHT TaUTNOB MO KONMUYECTBY BbISIBMIEHHbLIX  HapyLeHWn  npas

3awmTomn npasoobnagaTens

3.1.1 YnpaBneHue pasgenom

B BepxHen 4YacTu CTpaHULbl pa3MeLleHbl 3NIEMEHTbI 4151 HACTPOMKN OTOBpaKeHUs1 OaHHbIX
N X 3KcrnopTa: MOUCK NO TanTny, BbIOOP AaTbl MOHUTOPMHIA N KHoMKa «CchopMupoBaThb OTHET».

C nomowpbo CTPOKM MOMUCKA MOXHO HAacCTpoOUTb OTOOpaXkeHMe [OaHHbIX B pasgene u
BUOKETbl MO KOHKPETHble TanTnbl. B BbinagawlemM MeHK noucka MOXHO BbiOpaTb OAWH uUnu
HECKOSbKO CyLLeCTBYOLWNX TanTnoB. Nocne Bbibopa cuctema nepectponT pasgen MOHUTOPUHIA,
oToOpasnB TONbKO BbiOpaHHbIE BaMu peaynbTaThbl.

KHonka «Bblbop patbl» nNpegocTtaBnsieT MWMHTEPaKTMBHbIA KaneHgapb, C MOMOLLUbLO
KOTOPOro MOXHO O0TOOpasnTb AaHHble B pasgesie 3a HYXXHbIW nepuog MOHUTOpUHra. B kaneHaape
pa3MeLLEeHbl BUAXETbI C MHGOPMaLMEN O NPUMEPHOM BpPEMEHU, HEOOXoaMMOoM Ans obpaboTkm
JaHHbIX CUCTEMOW.

KHonka «CdhopmupoBaTtb OTHET» no3BonsieT [lonb3oBaTento creHepupoBaTb OTYET C
y4yeTOM 3afaHHbIX HacTpoek. Bce nonga saBnsawTca obssaTenbHbIMU K 3anofiHeHUIO. [OTOBbIN

AOKyMeHT popmupyeTcs B popmaTe PDF.

MNone OnucaHue
Tantn Bbibepute TanTtn 13 BbinagaroLero cnmcka
Mepwuopg YKkaxute BpeMeHHOMW [fuanas3oH gnsa cbopa oTtyeTta. Yem wwupe

AnanasoH - Tem 6onblue BpeMeHn notpebyeTtca Ha opMmnpoBaHmne

oTyeTa

YacoBon nosic MoxHO BblGpaTb 4YacoBOM MOSAC, OTIIMYHBLIA OT YCTAHOBIIEHHOMO B
npodwvne

[aHHble Ykaxute bopmaTt SaHHbIX:

— C HakonneHvem - C y4ETOM HapylleHuh 3a npoLunble
OTYETHbIE NEePUOAbI;
— be3 Hakonnenuss - 6e3 yyéTa HapylleHWn 3a npoLsbie

OTYETHbIE Nepuoabl

BpemeHHoﬁ MHTEpBan Bb|6ep|/1Te NPOMEXYTOK BpeMeHn Mexay CcocedHMMU TOoYKaMu




AaHHbIX B oTyeTe (Hepens, Mecay u T.4.)

A3bIK Buibepute s3bik Ans otyeTta

HaxmuTte kHonky «CchopMupoBaTb», HAYHETCA Npouecc opMnpoBaHNA oTHeTa.

3.2 Tautnsbl

Pasgen Tawtnbl npegHasHayeH pAans  ynpaeneHusi oObekTamu 3aluTbl, KOTOpble
perucTpuypyroTcs B cucteMe Ans  MOHuTOopuHra. OOGbekTbl NpeacTaBfeHbl B Buae

CTPYKTYPUPOBAHHOIO Cnucka ¢ MHopmaumen o Tantnax:

Mone OnucaHue

Brnok coctosAHuS MHopMaumoHHbIN 650K, rae BbIBOAATCA creaylowme NHankaTopbl:

— CraTyc noanuckn - TeKyLee CoCTosIHUE MOANUCKN;

[ob6aeneH coTpyaHukom F6 - 3Ha4yok, ecnun Tantn gobasneH

cneynanuctom F6;

[MocTaBneHo Ha 3awWunTy - garta, Korga TanTn Obin BKNIOYEH B

3aLUmnTy;

MNepBoe o6GHapyxeHWe nMpaTCKoW Konuu - gaTta nepBow

(bI/IKcaLI,I/II/I pacnpocTpaHeHnA HenerarnbHOro KOHTeHTa

OcHoBHble cBeaeHus HasBaHwue, rog npomnssoacTBa 1 06noxka Tantna
"eorpacu4a CTtpaHa npon3BoacTBa 1 CTpaHa 3alunTbl TanTna
MapameTpbl 3aWMUThI Tun TanTna n aPEeKTUBHOCTL €ro 3aLmThbl B cUCTEME

CratucTuka no ccbinkam KonunyecTtBeHHbIE NokasaTenn no OTCreXMBaeMbIM CChIfIkam TanTna:

obpaboTaHo, 3abNOKNMPOBAHO CCLINOK U T.4.

3.2.1 HacTtpouku pasgena

[nsi HAaCTpoWKM CnNUcKa TanuTNoB B pasgerne npeayCMoTpeHbl CTPOKa MOWUCKa, CenekTop
COPTUPOBKN N OUNbTPbI.
CTpoka noucka B BepxHen 4acTu pasfgernia nomoraeTt HauTu TanTr, UCNoSb3ys HasBaHue

TanTtna, ID unu ccbinky Ha KnHonowuck.

YTto6bl HanTh TanTn no ID nnn ccbinke, BbINOMHUTE CrieayoLlme warmu:
1. B BbinagawowemMm MeH noucka BblbepuTe dopmat novcka - no ID unum no cebinke.
B cTpoke noaButcs WabnoH TOKeHa;
2. BBeguTe gaHHble B TOKEH B COOTBETCTBYIOLEM dopmaTe:
— anga noucka no ID: "ID KuHonowucka "123456";

— Ans noucka no ccbinke: “Ccebinka Ha KuHonowuck "https://www.kinopoisk.ru/film/{ID}/"



CeneKTop COPTUPOBKU NO3BOJIAET YyNopAaao4YnNTb CMNCOK TanTnoB no garte npncBoeHuA emy

onpefeneHHoro cratyca - B Bo3pacTawwem wunu ybbiBawowem nopagke. Onsa Toro, 4tobbl

N3MEHUTb NOPSAOK COPTUPOBKM KIMKHWUTE Ha CTPErKy psSAoM € BblbpaHHbIM CTaTycoM TarTna.

OunbTpbl UCMONb3YKOTCA AN KOPPEKTUPOBKM pe3ynbTaToB noucka B pasgene. [ns

(bl/IJ'IpraLl,VII/I TanTNoB MOXHO 3a4aTb cnegywuime napamMeTpbl:

— Cratyc — (punbTpaumsa no cratycy Tantna;
— Twvn — dunbTpaums no Tuny Tantna,
— ABTOp — (hunbTpaumnsa no cosgaTento TanTna;

— Havano-OkoH4yaHue — aaHHble 3a yKa3aHHbIl71 nepunon BpemMeHn.

Mpw HaXxaTUM KHOMKN ~ OTKPOETCS OKHO C paclUMPEHHbIM HABopoM OUNbTPOB.

3.2.2 [lencTBUA C TauTnamm

[na paboTbl ¢ TanTNamm NpegycMoTpeHbl Tpy 6a30BbIX 4ENCTBUS:
— Job6aBneHue;
— PepaktnpoBaHue;
— [octaHoBka/CHATME C 3aUNTLI.

Bce pencteus goctynHel B pasgene nHrepgenca MO «Tantnoi».

Jdo6aBneHune
UTo6bl 4O6aBUTL B CUCTEMY HOBbIV TANTS1, BbINOSIHUTE Crieayroume warm:
1. Tlepengute B pasgen TauTnbl U B NPAaBOM BEPXHEM YIy 3KpaHa HaXXMUTE KHOMKY

«Co3patb Tantn». OTKpoeTcs hopma 3anosHEHUS:

Mone OnucaHue

Ccbinka Ha Tantn Ykaxunte ccbinky Ha tantn B KuHonoucke. Ybeaurtech, 4to popmar
CCbiflkn  cooTBeTcTBYyeT TpeboBaHuaM. Ecnm cTpaHvMua Ha
KruHonoucke OTCyTCTBYeT — cO34aHWe M HacTpounKka BbIMOMHATCSA
TONbKO Yepes Ccnyxoby noaaepxkm

HassaHne Tantna BBeguTte Ha3BaHue TanTna

Hayano-OkoH4aHue Ykaxute nepuog AeNcTBUS NOAMUCKN

Twvn noannucku BbibepuTte T1n nognucku

CTtpaHa 3awmThbl YKkaxute CTpaHy, Ha TeppuTopuu KOTOPOW [OeuCcTByeT 3awuTa
Tantna

2. Haxmute «[lo6aBuUTb», 4TOObLI CO30aTb TANUTN.

PepaktupoBaHue
[nst nsmeHeHusi nHcpopMaLmMm O CyLLIECTBYIOLLEM TalTNE:

1. Tlepengute B pasgen Tantnbl;
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2. BbinonHuTe ogHo U3 oencTBun:

— HasegwnTte Kypcop Ha TanTs B CUCKE U KITUKHUTE MO UKOHKE =
— Bblbepute Tantn un Haxmute «PegaktupoBaTb» B H0KOBOW naHenu ¢ nHgopmMaumen
O TauTne.
3. B oTKpbiBLLENCA (hOpME BHECUTE HEOBXOAMMbBIE N3MEHEHUS.
Mocne BbINONHEHMA NMOBOro U3 ykasaHHbIX 4ENCTBUN OTKpoeTca bopMa, B KOTOPOWM MOXKHO

BHECTM HEOOXOANMbIE U3BMEHEHUS B I/IHCbOpMaLl,I/IlO O TanTne.

YnpaBneHue 3awmuTon Tantna
YTOObI BKITOYNTL UM NPUOCTAHOBUTL 3aLUUTY KOHKPETHOro TanTna nepenaute B 6G0OKOBYHO
naHenb ¢ uHgopmauuen o Tantrne. YnpasrfeHne 3awmTon OCyLeCTBISEeTCA NOCPeacTBOM OBYX
KHOMOK:
— Haxmnte «CHATb € 3aWUTbI», YTOObI BPEMEHHO OTKITHOUUTL 3aLUuTy;
— Haxwmute «[lMoctaBuTb Ha 3awWmTy», YTOObI CHOBa BKMHOYUTL 3alWUTy WU NpwU
HeobX0aMMOCTM CKOPPEKTUPOBATL NapamMeTpbl TanuTna B OTKpbIBLUENCS dopMe.
Mpn cHATUKM TanTna C 3alWnTbl NOANMCKA OTKNIOYaeTCa U cucteMa npekpawaeTr obpaboTky

OaHHbIX NO Tal7|Tﬂy.

3.3 HapyweHusn

Pasgen «HapyweHusa» no3BonseT OTCNexuBatb X0 YCTPaAHEHUs NMUPAaTCKOro KOHTEHTa U
npocmMaTtpuBaTb AeTanM3MpoBaHHble CBEAEHWS O BbISIBIIEHHbIX HAPYLUEHUSIX.

lMounckoBasi CTpoka pacrnofsioXXeHa B BEPXHEW YacTu pasgena UM nomMmoraeT HaxoauTb
HapyweHus no URL nnn goMeHy pecypca ¢ HapyLleHUeM.

CenekTop COPTMPOBKM MO3BONSAET YMNOPSOOYMTb CMMCOK HapyLLUEeHWW No Aate MpUCBOEHUS
cTaTyca (Hadana pearmpoBaHuss uUnn OnNOKUMPOBKM pecypca) B BO3pacTalolEM MM yObiBalOLLEM
nopsigke.

C nomoLpbo nNbTPOB MOXHO 3a4aTb pacLUMpPEHHbIE NapaMeTpbl 451 MOMCKa HapyLUEHWA.
dunbTpauua [ocTynHa MO TUMY WCTOYHMKA, CTaTyCcy pecypca W TauTny, CBA3@aHHOMY C
HapyLUeHnemMm.

HapylweHus npeacraBneHbl B BuAe CTPYKTYPUPOBAHHOMO CNmncka ¢ MHpopmaumen:

— Cratyc ccbinku;

— [arta co3gaHusa CCbINKU;
— [aTta TeKkyuiero crartyca,;
— URL;

— Twvn ucTo4HUKa;

—  Tawntnm;

— CrtpaHa 3awuThl;
11



—  CKopwHr.

Mpn HaxaTum Ha CTPOKY OTKPbIBAETCSA NaHenb ¢ NoapobHOM MHOpMaLMeEn O HapyLUEHUN.

MaHenb COCTOUT M3 ABYX OCHOBHbIX 6OKOB. MNepBbii 610K — aHanNMTUYecKne AaHHble O pecypce

CO CrnegyroLmMMN CBEAEHUAMMN:
—  CKpWHLOT;
—  HTML-kop;
- URL;
— [arta co3gaHus CCbINKu;
— [Jara Tekyuliero cratyca;
—  CKOpWHT;
—  Twvn UCTOYHUKA;
— Crartyc;

—  TawnTtn.

Btopon 6nok — Wctopusi coObITUMA NpeactaBneH B BUOE XPOHOSIOrMYECKOW FEeHTHI,

KoTopasi oToOpaxkaeT BECb XXM3HEHHbIN LMK 06paboTKn CCbINKn cuctemMon. [insa Kaxxaoro cobbitus

oTobpaxaeTcsa TN, akTop, AaTa U BpeMs cobbITus.
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