NMPOrPAMMHOE OBECIEYEHUE
«F6 Antipiracy»
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TEPMUHbI U COKPALLEHUA

TepmuH

OnucaHue

3aka3syumk

Jlnuo, KOTOpO€E UCnosb3yeT Ha 3aKOHHbIX OCHOBAaHUAX

MO Ha ocHOBaHMK 3aKMYEHHOro JoroBopa

McnonHutenb

PaboTbl icnonHuTens Ha NPOTSXXEHUN BCErO
XXM3HEHHOrO LMKIia MOryT UCNONHATLCS:

e AO "®6 NHHOBauuKn";

e KomnaHuen-nHterpatopom, no sbibopy

3akasyuka

O0ObekT

AyamoBuayanbHbI 1 Gubnuorpadmnyeckmin KOHTEHT,
aBTOPCKME NpaBa Ha KOTOpPbIM NpuHagnexar

3akasumky

MupaTtcTteo (B ceTn NHTepHeT)

HeneranbHoe pacnpocTpaHeHne U co3gaHne Konum
BNOEO- U ayOUOKOHTEHTa, NnTepaTypHbIX
npounssegexHun, MO n gpyrnx BMaoB

WHTEeNNeKTyanbHOM COGCTBEHHOCTM B ceTn IHTEpHET

no lMporpammHoe obecneveHne «F6 Antipiracy»
PaspaboTtumk AO "®6 NHHoBauun"
CKpWHLIOT N3o06paxxeHne, «cHUMOK» akpaHa K nnn mobunsHoro

yCTpOIZCTBa, Ha KOTOPOM 3arnedyatsieHO coaep>Xnmoe

3KpaHa yCcTponcTea

SaaS (Software as a Service)

Mogenb o6cnyxmBaHus, NpyM KOTOPOW NPOrpamMmMHoe

obecneyveHne pasmeLLeHo B 06r1ayHom

WUHpacTpyKType




1 OBLUME CBEOEHUA

1.1 BBepeHwue

Hactosawmn OOKYMEHT OnucbiBaeT MpoOUecChbl  NOAAEPXKaHUSA  KU3HEHHOro  uMKna
nporpammHoro obecneyeHnss «F6 Antipiracy» (nanee — [10, Antipiracy). [lNopaepxaHue
XmnsHeHHoro uukna MO ocywecTBnseTcsa 3a CHET ero CONPOBOXAEHUSA B TEYEHME BCEro nepuoaa
3KCnnyaTaumm 1 CoBepLUEHCTBOBaHMS (NpoBeaeHnst OGHOBMNEHMIA) cornacHo cO6CTBEHHOMY MNfiaHy

pa3paboTku 1 no 3asiBkam [Nonb3oBartenen.

1.2 HasHaueHwue 1O

«F6 Antipiracy» — nporpammHoe obecneveHne Ons obHapyXeHusi, aHanmsa n ycTpaHeHus
HEeNermTMMHON akTUBHOCTW, CBA3AHHOW C HENPaBOMEpPHbLIM UCMOSTb30BaHMEM OOBHEKTOB aBTOPCKOrO
npasa. B [1O wucnonb3yloTcs BblOeNeHHble KaHamnbl CBA3WM M MeToAbl B3aMMOLEWCTBUA C

perynatopamu cet MIHTepHer.

1.3 lporpammHo-annapaTHble cpeabl PyHKunoHmposaHus MO

MO «F6 Antipiracy» He TpebyeT yctaHoBkM Ha ycTtponctee [lonb3oBaTtens. [10

nocrtaensieTcsa 3akasyuky kak ycrnyra (SaaS) — B Buge obnayHoro MHTepHeT-cepBuca.

TpeboBaHus ansa padoTsl 10 kak 06navYHOro MHTEPHET-cepBMUca:
— Google Chrome Bepcun 8.6.395 u BblLue;
— Mozilla Firefox Bepcuun 82.0.1 v BbiLe;
— Apple Safari Bepcuun 14.0 v BbiLwe;
— Opera Bepcun 10.5 1 BbILWE;
— HAHpekc.bpaysep sBepcumn 20 u BhiLLe;

— Microsoft Edge Bepcuun 105 n BbiLwe.



2 NMPOLIECC PA3SPABOTKHU NO

Mpouecc paspaboTtkum MO BkNto4aeT B ceds:

— Co6op 1 aHanua TpeboBaHui k paspaboTke MO;

— T[poekTupoBaHue apxutektypsbl M10;

— Paspabotka NO B Koae;

— [lpoBegeHue TectupoBaHus MO nepen akcnnyatauuen;
— 3anyck B npomblIlneHHyto akcnnyatauumio MNMO;

— TpombiwneHHasa akcnnyaTtauma MO;

— Conposoxaenue MO.

2.1 C6o0p n aHanu3 TpeboBaHum K paspadoTtke NO

Ha oaTtane cbopa wn aHanusa TpebosanHun 1O onpegendaiwTca TpeboBaHMsa Bcex
3aMHTepecoBaHHbIX CTOPOH, BKIoYas pyHKUMOHamNbHbIEe N HedyHKUMOHaNbHble TpeboBaHus.

OcHoBHble aTanbl cbopa 1 aHanunsa TpebosaHum k paspaboTke M0O:

— OnpepgeneHne OCHOBHbIX 3aay U Lienewn, KoTopble JOMKeH pewnTb NpoekT M0;

— OnpegeneHne KIOYEBbLIX 3aMHTEPECOBAHHbIX CTOPOH (3aKasyuku, nonb3oBaTenu,
pa3paboTyunku, opyron nepcoHan);

— Co6op TpeboBaHui k I0O;

— Ananua TpeboBaHui, UX YTOYHEHME, NEPECMOTP HA TOYHOCTb M peanuM3yemocTb;

— OueHka pUCKoB;

— CosgaHve nnaHa v rpacmka peanvsauum NpoekTa;

— [lokymeHTupoBaHne TpeboBaHUM N NPOEKTHbIX NS1AaHOB;

— CornacoaHue u ytBepxgeHue TpeboBaHnin.

2.2 lpoekTupoBaHue apxuTekTypbl MO

MpoekTnpoBaHne apxutektypbl MO — 3TO npouecc onpefeneHns obuwen CTPyKTypbl
CUCTEMbI, €€ KOMMOHEHTOB 1 MOAYIIEN, a TaKKe B3aUMOAENCTBUSA MeXAY KOMMOHEHTAMU CUCTEMbI
Ha OCHOBE BbipaboTaHHbIX TPeBOBaHMWM.

npOGKTI/IpOBaHI/Ie APXUTEKTYpPbl BKIO4YaeT B cebs cnegywuwme atanbl:

— OnpegeneHne apxMTeKTypHOro CTUns;

— OnpepgeneHne OCHOBHbIX MOAYEN U KOMNOHEHTOB CUCTEMBbI, X B3aUMOOENCTBUE;

— Bblbop TexHonormm (sA3blkM NporpaMMmpoBaHus, ©0asbl OaHHbIX U T.4.) WU
WMHCTPYMEHTOB Ans paspabotku MO;

- ,D,OKyMeHTI/IpOBaHI/Ie APXUTEKTYPbl CUCTEMBbI.



2.3 Pa3spab6oTka NO B kone

Ha atane paspabotku MO B kOge ocywecTBnseTca peanu3aums NPOEKTHbIX PELUEHUA C
MOMOLLbIO BbIGPaHHbIX TEXHOMOIMIN U UHCTPYMEHTOB.

PaspaboTka MO BkntovaeT B cebsa cnegyowmne atanbl:

— HanucaHnve wncxogHoro koga MO ¢ mcnonb3oBaHWeM BblOpaHHbIX TEXHOMOrMM WU
WHCTPYMEHTOB;

— [lpoBepka Koga Ha Hann4yme oWwnboK N HECOOTBETCTBUN;

— [lpoBeneHne NHTErpaumMoHHOro TECTUPOBAHNS;

— Ortnagka koga (ucnpaeneHne obHapyXeHHbIX OLWNBOoK);

— [lpoBepka kopma Ans ynydweHus kadectBa [10, ero npousBogUTENIbHOCTU W
6esonacHocTy;

— MWHTerpaums yactem koga u mogynem MO B eguHyo cuctemy, npoBepka WX
COBMECTUMOCTMU;

— TogroTtoska k TectupoBaHuio MO nepen akcnnyaTaumen.

2.4 NMpoBepeHne TectupoBaHus MO nepen akcnnyartauuen

TectnpoBanne [10 nepen oakcnnyatauMen — 9TO oueHka kadectBa [10, ero
YHKLUMOHANBHOCTN, NPOM3BOAUTENBHOCTUN 1 Ge3onacHoCTU. Llenb TecTMpoBaHusa 3aknoyaeTcs B
noarsepxaeHun Toro, 4to MO ygoBneTBopsieT YyCTaHOBMEHHbIM TpeboBaHMAM WM KOPPEKTHO
paboTaeT B pasnnyHbIX YCNOBUSIX.

TecTupoBaHue BKMOYaeT B cebs cnenytolime atanbl:

— CosgaHuve n HacTpoKKa y4eTHbIX 3annucemn KnneHTa,

- I'IpOBepKa NPUBA3KN OaHHbLIX B CUCTEME K yquHoﬁ 3arncun KrneHTa.

2.5 3anyck B npoMbIlNEeHHY0 aKkcnnyaTtauuio MO

3anyck B MPOMbBILISIEHHYK 3KCMNyaTauuio — 3TO MNPOLECC MOATOTOBKU OKPYXXEHUS Ons
npegoctaeneHns MO 3akaszumky. 3anyck B MPOMBILLSIEHHY 3KCMyaTaumilo OCYLLECTBSETCA
cunamu VicnonHutens.

3aI'IyCK B NMPOMbILLUIIEHHYIO 3KCMITyaTaunio BKIKOYaeT crieayruime atarbl:

— [lepepayva peksunauTtoB goctyna Kk O;
— KoHTponb nony4aembix AaHHbIX, OWMOOK 1 Np.;
— HacTtpownka cuctem MoOHUTOpPUHIra U aHanuaa;

— [lepBU4HbIN COOP AaHHbIX U HAACTPONKA.



2.6 lMpombiwneHHan akcnnyatauusa MO

MpombilneHHast akcnnyaTaums (ganee — akcnnyaTtaumsi) — 37O 3Tan >XKWM3HEHHOro LMKNa,
korga MO ncnonb3yeTcs B peanbHbIX paboymx yCroBusiX Ha MOCTOSIHHOW OCHOBE.

npOMbILLIJ'IeHHaﬂ JKCryatauuda BKIo4aeT B cebs cneagywowme atarnbl:

— Ob6paboTka BbiIsBNAEMbIX COObITUN U NpeaocTaBneHne obpaTHOM CBA3MN;

— KoHTtponb pabotocnocobHocTu MO;

— [opaboTka n perynsapHoe obHosrneHue O ana ycTtpaHeHust owKnBOK, NOBbILLEHUS
NPOM3BOANTENBHOCTU, @ TaKKe BBEAEHUSA HOBbIX OYHKLNN;

— [lepnognyeckass  oT4eTHOCTb MO  paboTOCNOCOBHOCTM U YCTPaHEHUAM
HeucnpasHocTen NO;

— [lopoepkka akTyanbHOW OJOKYMEHTaUnu.

2.7 ConpoBoxpageHue NO

B TeuyeHune Bcero nepnoga aKkcnryartaunn no 3aKa3‘-IMKy npenocrtaBiideTCA conpoBoXgeHne

Nno, s paMKax KOTOPOro oka3biBaOTCA crieayolimne ycnyru:

— TexHuyeckasa nogaepxka lNonb3oBatenen;

— PeweHne MHUMAOEHTOB (3KCTPEHHbIX HEUCMNPABHOCTEN), BO3HMKAKOLWMX B NpoLecce
akcnnyatauum MNO;

— YcTpaHeHue cboeB 1 ownbOK, BbiBNeHHbIX B 10;

— CosepuieHcTBoBaHue 0;

—  MoHuTopuHr npomnssogutensHoctyn MNMO;

— Ontummnsauusa adpdekTMBHocTM padoTbl NMO;

— [oppepkka akTyanbHOM TEXHMYECKOM AokymeHTauuu no Mo;

— YBegomneHne o6 obHoBNeHnsax n nameHeHusx MoO;

— O6y4eHne HOBbIX NONb30BaTENEN.



3 COBEPLUEHCTBOBAHME NO

MO Ha NOCTOAHHOWM OCHOBE NMOABEPraeTCcs PasBUTUIO U YIyYLLIEHUIO B pamMKaX MpoLLEeCCOB:

— pas3BuTua 1 gobaBneHns HOBbIX (PYHKUMOHAsbHbIX BO3MOXHOCTEWN, MO3BOMNSAIOLLMNX
pacwmpuTb obnactu npumeHenus lNO;

— onTumMmsaumm paboThl MoAaynemn Mno, obecneyumBatoLlemn NnoBbILLEHNE
NPOM3BOAUTENBHOCTU, CKOPOCTM 06PabOTKN AAHHBIX N OTKa30yCTONYMBOCTH;

— 06HOBNEHNA NONb30BATENBLCKOrO MHTepcbeﬂca.

CoBepuwieHctBoBaHue [10 npoucxoguT 3a cyeT nposedeHns mogepHusaumn MO B
COOTBETCTBUN C COBCTBEHHbIM MNNaHOM A0paboToK, a Takke C Y4eTOM 3asiBOK KMMEHTOB MO
BOMpPOCaM WUCMbITAHUA YCTAHOBKM UM 3KCMfyaTauuun, MOSTYYEeHHbIX Yepe3 KaHamnbl CBA3UN C

TeXHU4eckon nogaepxkon PaspaboTunka.



4 YCTPAHEHME HEUCNPABHOCTEM NO

HeuncnpaBHOCTU, KOTOpbIe GbINN BbISBNEHbI B X04€ NOMHOLEHHON akcnnyaTtauum MO, moryT
ObITb MCNpaBneHbI creaylLwmmm cnocobamu:

1. MaccoBoe obHoBreHne KoMnoHeHToB [10;

2. EpuHmyHasa paboTta TexHMYeckoro cneuuanucTa no 3anpocy onb3oBaTens.

B crny4yae BO3HMKHOBEHUSI HEUCNPABHOCTW KITMEHT HanpasnsieT 3asBKy Ha NOYTOBbLIN agpec
UNn No Homepy TenedgoHa TexHudeckon nopaepxkum Paspabotumka ¢ nogpobHbIM OnMcaHMeMm
BOCMNponsBeaeHHOM NpobnemMbl U COOTBETCTBYIOLLME CKPUMHLLOTLI. 3aTeM TEXHUYECKUIA cneumanncT
NpoBOAUT crneayoLwime AenCTBUS:

— MOATBEPXAAeT HanMyne HeNCNPaBHOCTM B COOTBETCTBUM C onNMcaHnem npobnemsl ot
3akasuuka;

— TecTupyeT HeucnpaBHOCTb B (pyHkumoHane MO u cos3gaet oTyeT NO pesynbtaram
TECTUPOBaHUS;

— dmkeupyeT 3agadvy Ha ucnpasneHue npobnembl B TEKYLLMA UM Bnumxanwmm penus
obHoBneHuns MO nnNn KOHCYNbLTUPYET KIMEHTAa NO KOPPEKTHOCTU BbINOSTHAEMbIX 4ENCTBUN.
3agaun no yctpaHeHuto HeucnpaBHoOCTen B byHKUmoHane MO ocylecTBRATCA cunamm

Paspabotumka. B COOTBETCTBMM C BHYTPEHHVMM MfaHOM BbiIxo4a OOHOBMEHMW NOACUCTEMBI
npegocTaBnseTcs ncnpasieHHbIN MexaHuam padoTbl [10.
lMpoueccbl NO ycTpaHEHUD HeucnpaBHOCTEM MNPOTEKAlT HenpepbiBHO, 6e3 OCTaHOBKM

dyHKUMoHnpoBaHus MO.

4.1 YcTpaHeHue 3KCTpPeHHbIX HeucnpaBHocTeun O

B okcTpeHHOM cnyyae, korga owwubka npensTcTByeT MOSIHOLEHHOMY MCMNOSIb30BaHMIO
dyHkumoHana 1O, rpynna pas3paboTynMkoB rOTOBUT BHEMSIAHOBLIM BbIXO4 OOHOBMEHUS WK
npegocTaBnseT ucnpaeneHHyto Bepcuio 0.

Mpn BO3HUKHOBEHWW SKCTPEHHbLIX HEWUCMNPaBHOCTEN 3aka3ymk OTnpaBnsieT 3anpoc Ha
NnoYTOBbIM agdpec unM no HoMepy TenedoHa TexHudeckonm nogaepxkun Paspabotumka co
cnegywownuMn gaHHbIMU:

1. YeTko cdopmynupoBaHHasa Tema obpalleHus;

2. BepcunsallO;

3. TlowaroBoe onucaHne BOCNPOM3BEAEHNS OLLUNOKY;
4

CKPVHLLOTbI, AE@MOHCTPUPYIOLLME Hann4me HangeHHoM oLnBKN.



5 TEXHUYECKASA NOOAOEPXKA

TexHuyeckas nogaepxka Monb3oBaTtenen OCyLLEeCTBITIAETCA B COOTBETCTBMUN C YCITOBUAMMU

KOHTPaKTa crnegyrwmmMmn cnocobamu:

Nno aneKkTpoHHon noyte: info@f6.ru;
no Homepy TenedoHa: +7 495 984-33-64.

B paMKax TEXHNYECKOW noaaepiKkn lMonb3oBaTenen okasblBalOTCA crneaywuwie ycnyru:

Mo.

KOHCyNnbTauusa no oakTU4eCcKoMy Hanmuumio nmetoerocs yHKLMoHana B cucteme;
NOMOLLIb B HACTpownke n nuterpaumm MoO;

nomoLlb B akcnnyatauum MNoO;

pelleHne TeXHNYECKNX npodnem;

NosiCHEHME NPUHLUMNOB paboThbl MMetoLLnXca MmexaHnamos [10;

NOWUCK, TECTUPOBaHNE U PUKCUPOBAHNE HANOEHHbIX OLWNOOK;

npegocTaBreHre akTyanbHOW 4OKYMEHTaLUMM No HacTpoKKe, SKcnnyaTauun n pabote

Bpema paboTbl TeXHUYECKOW NoadepXXku: ¢ noHegenbHuka no natHuuy ¢ 9:00 go 18:00

UTC+3.

dakTnyeckn agpec pasmelleHus cnyxobl nogaepxkn MO «F6 Antipiracy»: 115088, r.

Mocksa, yn. LapukonogwmnHukosckas, 4. 1.
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6 UHOOPMALINA O NEPCOHAIE

6.1 lMNMepcoHan, o6GecneuyuBawwmm padoty MO Ha pabouynx mecTtax
nonb3oBarteneun

K akcnnyataumm T[1O pgonyckaloTcs nvua, O3HAKOMMBLUMECS C  AOKyMEHTauuen no
akcnnyaTaumm MO B pasgene «CnpaBka» nonb3oBaTenbckoro nHtepdgenca Mo.
K akcnnyatauum MO npmBnekaeTcs WTaTHbIM NepcoHan 3akasyuvka, MMeLWwmin cnegyowme
HaBbIKWN:
—  HaBblkM paboTbl C NepPCOHarIbHbIM KOMMLIOTEPOM Ha YPOBHE OMNbITHOIO NOMb30BaTeNs;
—  OnbIT paboTbl C 9NEKTPOHHBLIMU JOKYMEHTaMu;
—  OMbIT ucnonb3oBaHus Be6-6pay3epos;

— 3HaHug B COOTBETCTBYIOLLIEN NpeaMeTHON obnacTu.

6.2 lNepcoHan, o6ecne4ymBaOWMN TEXHUYECKYIO NOAAEPKKY, aHANTUTUYECKYIO
noaaepxky n moaepHusaumio NO «F6 Antipiracy»

Cneuuanuctbl, obecnevmBatoLLme TEXHUYECKYIO U aHaNnTUYECKYO NOAOEPXKKY U pa3BuTme
MO, fomkHbl 06nagaTth CneayrWwmMMn 3HAHNAMN U HaBblKaMK:

—  3HaHue YHKUMOHarbHbIX BO3MoXxHocTen MO;

— 3HaHue ocobeHHocTen paboThi ¢ MO;

—  3HaHMWe A3bIKOB NPOrpamMmMmMpoBaHnNS, NCX0Os M3 OOMKHOCTHbIX 0b6s3aHHocTen: PHP,
Python, Golang, JavaScript, TypeScript, CoffeeScript;

— 3HaHMEe PpPensiuMOHHbLIX W He pensauuoHHbIXx B, wncxoga w3  AOMKHOCTHBLIX
obsasaHHocTen: MySQL (community ed.), Elasticsearch;

—  3HaHWe cpeacTB MOHUTOPWHIa NPON3BOAUTENBHOCTY CEPBEPOB.

JornxHocTb KomneTteHuun BbinonHsemble paboThl KonuyecTtBO
cneuuanucToB

Frontend JavaScript, TexHn4yeckas nogaepxka; 1
pa3paboTumnk TypeScript, AHanMTM4YeCcKoe ConpPOBOXAEHNE;

React, PaspaboTka n

CoffeeScript coBepulieHcTBoBaHue [MO.
Backend Python, PHP, TexHnyeckas noagepxka; 3
pa3paboTumk JavaScript, AHanuTnyeckoe ConpoBOXOEHME;

Golang,

Kubernetes,

11



Elasticsearch,
MySQL

(community ed.)

PaspaboTka n

coBepLleHcTBoBaHue [MO.

NHxxeHep Python, PHP, TexHunyeckas noaaepxka;
NHTerpaumoHHbIX | JavaScript, AHannTnyeckoe ConpoBOXOeHNE;
petleHn Golang, CoseplueHcTBoBaHue 0.
Kubernetes,
Elasticsearch,
MySQL
(community ed.)
AHanNUTUKn Elasticsearch TexHunyeckas noaaepxka;

AHannTunyeckoe conpoBsoXaeHne;

CoseplueHcTBoBaHue 0.

DevOps nHxXeHep

Kubernetes,
FluxCD, Docker,
GitLab CI\CD,

Elasticsearch

TexHuyeckas noaaepxKKa;
AHanMTU4YecKoe COMpPOBOXAEHUE;

CoBepuieHcTBoBaHuMe [10.

TeCcTUpOoBLUMKN PaspaboTka TexHnyeckas noaaepxka;
dyHKUMOHarbHOr | AHanUTU4ecKoe CONPOBOXAEHME;
0 1 Harpy3oydHoro | CoeplueHcTBoBaHue MO.
TECTUPOBaHUS

TexHn4eckne Pas3paboTka TexHn4yeckas nogaepxka;

nucaTtenmn AOKyMEHTauum AHanMTMyeckoe COMNpoBOXAEHUE;

CosepuieHcTBoBaHuMe [10.
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7 UHOOPMALUNA O PAKTUHECKUX AOPECAX

dakTuyeckun agpec pasmelleHus paspabotumkoB MO «F6 Antipiracy»

115088, r. Mocksa, yn. lWapukonoalumnHukosckas, 4. 1

dakTu4eckun agpec pasmelleHusa cnyxobsl nogaepxkm MO «F6 Antipiracy»

115088, r. Mocksa, yn. LWapukonogLwumnHukosckas, 4. 1

KoHTaKTbl Cl'ly)K6 bl NoAA€ePXKN.

e  JnekTpoHHas noyta: info@f6.ru;
e TenecdoH: +7 495 984-33-64

UHcopmauusa o haktnyeckom agpece pasmeLlueHust UHPpacTpyKTypbl paspadoTtkm MO «F6
Antipiracy»

MO «F6 Antipiracy» noctaBnsaeTtcsa B Buge obnadHoro cepeuca un pasmeLlaeTcs Ha
yoaneHHbIx cepBepax komnaHum AO «Cenekten» no agpecy:

188683, JleHnHrpaackasa obnactb, BceBonoxckui panon, r.n. [lybposka, yn. CoseTtckas,
aom 1, nutepa b.
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